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INTRODUCTION

A LONG TIME AGO, AT A WWDC FAR AWAY

▸ I received a “USB business card” that when inserted opened a webpage… 
(“whaaaaaaahhhh?”) 

▸ command-space safari <return> command-l url <return> 

▸ HAK5’s USB Rubber Ducky can do it but $49.99 

▸ MDS releases the Automaton (tricked out Adafruit ItsyBitsy $10) but $49 

▸ Over Christmas I learn a Teensy LC $12 does HID so easily 

▸ Turns out it's easy with all Arduino’s, including the Adafruit Trinket $7… 

▸ And worse, this has been around forever… (2010 Defcon 18 talk) where 
have I been?



INTRODUCTION

PJRC Teensy LC $12Adafruit ItsyBitsy $10

Adafruit Trinket $7

HAK5 Rubber Ducky $50

Digistump Digispark $8 (sold out) Atto $12



INTRODUCTION

HID = HUMAN INTERFACE DEVICE

▸ USB standard 

▸ Now also Bluetooth, Serial, ZigBee, I2C, others 

▸ Does not require a specialized driver 

▸ Keyboards, mice, joysticks 

▸ Automobile simulation controllers, exercise machines, 
telephony devices, thermometers, audio controls and 
medical instrumentation



INTRODUCTION

ARDUINO IS A COMPANY, PROJECT, AND COMMUNITY

▸ Started in 2005 aiming to enable easy, low-cost, DIY 
devices like robots, thermostats, and motion detectors 

▸ Anyone can create an Arduino board (GPL and LGPL)



INTRODUCTION

ARDUINO HARDWARE

▸ Most Arduino boards use AVR 
MCU’s from Atmel Corp 

▸ Modified Harvard architecture 8-bit RISC 

▸ Flash, EEPROM, and SRAM on the chip 

▸ Serial communication interfaces 

▸ e.g. USB (can be more expensive than the MCU) 

▸ Digital and Analog I/O pins 

▸ Some have WIFI (ESP 8266)



INTRODUCTION

ARDUINO BOOTLOADER

▸ This is not firmware 

▸ This is not an operating system 

▸ Listens over serial (USB) for a  
sketch, saves it, runs it 

▸ This is the magic of Arduino 
and what makes it so “easy” 

▸ Without the bootloader you need  
a programmer board (“hard”)



INTRODUCTION

ARDUINO IDE

▸ Uploads sketches to the board 

▸ Based on Processing IDE (written in Java) 

▸ Lots of libraries 

▸ 3rd party boards require downloading a board manager 

▸ https://www.arduino.cc/en/Main/Software

https://www.arduino.cc/en/Main/Software


INTRODUCTION

ARDUINO SKETCH

▸ Simplified  C/C++ 

▸ Has 2 entry points: Setup and Loop 

▸ Setup runs first after boot or reset (main function) 

▸ Loop runs over and over (a while loop inside of main) 

▸ Saved with .ino file extension 

▸ Compiled into .hex (each board compiles different)



INTRODUCTION

IF YOU STRAY FROM ARDUINO LAND…

▸ Other languages and MCU's 

▸ CircuitPython/MicroPython + many boards 

▸ NodeMCU (Lua) + ESP8266 

▸ Espruino (JavaScript) + ESP8266 or Espruino 

▸ ArduBlock or Snap4Arduino (graphical) 

▸ Other IDEs 

▸ PlatformIO + Atom, VSCode, Sublime Text, etc 

▸ VSCode + Visual Micro



MAKING A KEYBOARD

ITSYBITSY INSTRUCTIONS

▸ “Preferences” -> “Additional Boards Manager URLs:”  
https://adafruit.github.io/arduino-board-index/
package_adafruit_index.json 

▸ “Tools” -> “Boards” -> “Boards Manager” 

▸ Install “Adafruit AVR Boards” 

▸ “Tools” -> “Board” -> “Adafruit ItsyBitsy 32u4 5V 16MHz” 

▸ “Tools” -> “Port” -> “/dev/cu.usbmodemHIDFG1” or similar



MAKING A KEYBOARD

TEENSY INSTRUCTIONS

▸ Run Arduino IDE at least once 

▸ Install Teensyduino 

▸ https://www.pjrc.com/teensy/td_download.html 

▸ Install Teensy 

▸ https://www.pjrc.com/teensy/loader_mac.html 

▸ “Tools” -> “Board” -> “Teensy LC” 

▸ “Tools” -> “USB Type” -> “Keyboard”

https://www.pjrc.com/teensy/td_download.html
https://www.pjrc.com/teensy/loader_mac.html


MAKING A KEYBOARD

RECOVERY MODE SKETCH (TEENSY)
void kbpress(int key, int repeat) {
  for (int ii = 0; ii < repeat; ii++ ) { Keyboard.press(key); Keyboard.release(key); }
}
void setup() {
  delay(3000);                                                  // Wait for USB to load
  Keyboard.press(KEY_RIGHT_CTRL);                               // Open Terminal
  kbpress(KEY_F2,1);
  Keyboard.release(KEY_RIGHT_CTRL);
  kbpress(KEY_RIGHT_ARROW,4);
  kbpress(KEY_DOWN_ARROW,4);
  Keyboard.println("");
  delay(4000);                                                  // Wait for Terminal
  Keyboard.println("hdiutil mount http://10.0.0.2/image.dmg”);  // Mount a dmg
  Keyboard.println("sh /Volumes/mds/run");                      // Run a script
}
void loop() {}



MAKING A KEYBOARD

HOLDING DOWN A KEY AT STARTUP

▸ I could not get this to work (t key) 

▸ Tried pressing and releasing over and over 

▸ I had a blinking light for feedback… 

▸ The blinking light behaved very strangely 

▸ What does the computer do to USB at startup?



MAKING A KEYBOARD

PROBLEMS

▸ Knowing what the dongle is doing… 

▸ Knowing one dongle from the next 

▸ Forgetting the dongle after imaging 

▸ Do not insert the dongle when at the language picker (the 
keypresses will shutdown) 

▸ Booting to the wrong version of Recovery Mode



MAKING A KEYBOARD

BOOTING TO THE WRONG VERSION OF RECOVERY MODE

▸ Command-R 

▸ Internal Disk Recovery 

▸ Option-Command-R 

▸ Internet Recovery (if 10.12.4 was installed latest macOS 
version, e.g. 10.15, else purchase version) 

▸ Shift-Option-Command-R (only if 10.12.4 was installed) 

▸ Internet Recovery (purchase macOS version, e.g. 10.12)



MAKING A KEYBOARD

BOOTING TO THE WRONG VERSION OF RECOVERY MODE

▸ Booting to the wrong version of Recovery Mode 

▸ This is really an MDS/Imagr issue 

▸ Imagr crashes in 10.12 and 10.15, IDK why 

▸ It worked until 10.15 was released 

▸ I don’t have 10.14 recovery partitions 

▸ I finally figured out what was happening before this 
presentation



MAKING A KEYBOARD

WHY DID I DO THIS?

▸ The promise that it would work, the coolness, the potential 

▸ I couldn’t get the automaton to work the way I wanted so I 
reverse engineered it 

▸ Next I’ll probably reverse engineer Imagr… 

▸ It uses startosinstall 

▸ Will any of this still be MDS when I’m done?…



MAKING A KEYBOARD



MAKING A KEYBOARD



MAKING A KEYBOARD

DEMO



EXAMPLES

PENTEST DONGLE

▸ http://www.irongeek.com/i.php?page=security/
programmable-hid-usb-keystroke-dongle 

▸ It has a photoresister to do special stuff in the dark…

http://www.irongeek.com/i.php?page=security/programmable-hid-usb-keystroke-dongle
http://www.irongeek.com/i.php?page=security/programmable-hid-usb-keystroke-dongle


EXAMPLES

MACRO KEYBOARDS



EXAMPLES

FULL KEYBOARDS



EXAMPLES

THE ONLY KEYBOARD A REAL PROGRAMMER NEEDS



EXAMPLES

GLOVES, FOOT PEDALS, FLOOR MAT (DICTATION SOFTWARE)



EXAMPLES

TRAINING TO BE FLASH GORDON



APPENDIX

RELATED TIP: HATE WAITING FOR THE BOOT PICKER?



APPENDIX

RELATED TIP: HATE TYPING LONG URL’S?

▸ Virtual Hosts to the rescue! 
 
<VirtualHost *:80>  
    ServerName e.example.com  
    DocumentRoot "/Users/user/Sites/e"  
    RedirectMatch 301 ".*" “https://jamf.example.com:8443/enroll"  
</VirtualHost>

▸ e.example.com vs https://jamf.example.com:8443/enroll

http://e.example.com
https://jamf.example.com:8443/enroll


APPENDIX

COMING SOON: INFRARED MACRO KEYBOARD

▸ Adafruit pIRkey $9 

▸ Works with any ~38KHz IR remote 

▸ CircuitPython



APPENDIX

CLOSING SHOT: WIRELESS MACRO KEYBOARD…

▸ Use an unpatched wireless dongle for keyboard, mouse, or 
presentation clicker + $15 2.4Ghz Radio dongle 

▸ 100 meter range, much longer if you use a Yagi antenna… 

▸ mousejack.com

http://mousejack.com


APPENDIX

MORE INFO

▸ Teensy 

▸ https://www.pjrc.com/teensy/tutorial.html 

▸ https://www.pjrc.com/teensy/td_keyboard.html 

▸ ItsyBitsy 

▸ https://learn.adafruit.com/introducing-adafruit-itsybitsy-m4/setup 

▸ https://www.arduino.cc/reference/en/language/functions/usb/keyboard/ 

▸ MDS 

▸ https://bitbucket.org/twocanoes/macdeploystick/src/master/Arduino/
Automaton/Automaton.ino

https://www.pjrc.com/teensy/tutorial.html
https://www.pjrc.com/teensy/td_keyboard.html
https://learn.adafruit.com/introducing-adafruit-itsybitsy-m4/setup
https://www.arduino.cc/reference/en/language/functions/usb/keyboard/
https://bitbucket.org/twocanoes/macdeploystick/src/master/Arduino/Automaton/Automaton.ino
https://bitbucket.org/twocanoes/macdeploystick/src/master/Arduino/Automaton/Automaton.ino

