Wi-Fi for the Home Office

It's not just for breakfast anymore.

Tom Bridge, 17 June 2020, Utah Mac Admins Group



Wi-Fi is a fight with physics.
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The playing field is different at home.




Logarithmic scales give us a
mental "Easy Button” for a
complex mathematical Concept




Rule of Threes and Tens

e -3 dBm of signal means half the raw signal power.
e -10 dBm of sighal means one tenth the raw signal power.
e +3 dBm of signal means double the raw signal power.

e +10 dBm of signal means ten times the raw signal power.



Signal Absorption 2.4 GHz

Material Signal Absorption
Concrete Wall -15dB
Brick or Cinder Block -12dB
Lathe & Plaster -10 dB

Drywall or Glass Pane |-3 dB

Wood Paneling -5 dB




Signal Absorption 5 GHz

Material Signal Absorption

Concrete Wall -25 dB

Brick or Cinder Block -18 dB

Lathe & Plaster -15 dB

Drywall or Glass Pane |-5dB

Wood Paneling - dB




802.11ac Channel Allocation (N America)
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How you position your router matters.
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(a) 5.8 dBi Omni 3D Pattern (b) 5.8 dBi Omni Azimuth Plane Pattern
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(c) 5.8 dBi Omni Elevation Plane Pattern







-6/ dBM V. -75 dBM

WLAN Industry Versus macOS Roaming Trigger threshold




It's Caveats All The Way Down



EIRP 10 dBi
(5 GHz)

-49 dBm

RSSI to distance (5 GHz)

-67 DBM VS. -75 DBM

Distance
Tm

RSSI
-3/ dBm

2m

-43 dBm

4 m

-49 dBm

8m

-55 dBm

16 m

-61dBm

32 m

-6/ dBm

64 m

-/3 dBm

128 m

-79dBm



RSSI to distance (5 GHz)

-67 DBM VS. -75 DBM

5 GHz
EIRP 10 dBi Cell Edge
(5 GHz)

-49 dBm —55 dBm




RSSI to distance (5 GHz)

-67 DBM VS. -75 DBM

. 5 GHz Cell Edge

—49 dBm -61dBm




RSSI to distance (5 GHz)

5 GHz Cell Edges
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RSSI to distance (5 GHz)

-67 DBM VS. -75 DBM

-49 dBm -61dBm -6/ dBm -/3 dBm

32m 64 m



What Roaming Action does the
Mac Take at -73 dBM?
-67 DBM VS. -75 DBM

| mean, it’s right under the next AP,
right?




RSSI to distance (5 GHz)
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Best Practices for Home Office Wi-Fi

e RSSI| of -65 or better

e Plan for MCS Index of 5 (802.11ac PHY) or 12 (802.11n PHY)
e WPAZ2 Personal Encryption (AES *only*)

e 5 GHzis betterthan 2.4 GHz

e [ryto avoid wireless extenders

e Don't overpower your radios



Hardware Placement Guidelines
Where You Put Your Router Absolutely Matters

e Don't hide your access point in a cabinet

e Don't shoveitinacorner

o Prefer mesh-designed systems to extenders
e Powerline Ethernet if possible

o Be wary of your neighbors



There are good (cheap) tools!



Wi-Fi Explorer Lite

Free, Mac App Store
Upgraded version in Setapp



https://apps.apple.com/us/app/wifi-explorer-lite/id1408727408?mt=12
https://setapp.com

What's It Good For?

Wi-Fi Explorer Lite

e Seeing what your Mac sees
o Spotting interfering radios

o Spotting weirdness in the configuration of your Wi-Fi
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Wi-Fi Signal

$4.99, Mac App Store



https://apps.apple.com/us/app/wifi-signal-status-monitor/id525912054?mt=12

What's It Good For?

Wi-Fi Signal

o Situational Awareness for Wi-Fi signal level
o Helpful for spotting where you're roaming or not

o At a glance signhal measurement for attenuation
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